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Konfigurasi Wifi Routerboard dengan ketentuan sebagai berikut:

a. Konfigurasi VLAN pada Ether2 dengan ketentuan:

1) VLAN 1

-VLANID: 10
- Name: siswa

2) VLAN 2
-VLANID: 20
- Name: guru

Interface

General ‘LEI:IJPI‘D‘I:EEI: Status ~ Traffic

Name: [EERE Cancel
Type: |VLAN | Apply |
MTU: | 1500

Actual MTU: |1500

L2 MTU: 1594

MAC Address: |CC:2D:E0:00:63:61

ARP: |enabled I3 | Remaove |
ARP Timeout: | | = Torch
VAN ID: |10 |

Interface: |ether2

[ Use Service Tag

enabled running

Interface <guru>

General ‘Ll:l:lpPruhect Status ~ Traffic

Name: Cancel
Type: |VLAN | Apply |
MTLU: | 1500

Actual MTU: 1500

L2 MTU: 1594

MAC Address: |CC:2D:E0:00:63:61

ARP: [enabled |+ | Remaove |
ARP Timeout: | | - Torch
VLAN ID: [20 |
Interface: |ether2 =]

[] Use Service Tag

enabled TUnming




Hasilnya:

Interface |Irr|:erfan:e List Ethernet EoIP Tunnel  IP Tunnel  GRE Tunnel

IEIE@|M1mm|

VLAN VRRP Bonding LTE

' Name 7 | Type \Actual MTU |12 MTU | Tx Rx
R & etherl Ethernet 1500 1538 18.9 kbps 308.7 kbps
R <& ether2 Ethernet 1500 1538 95.4 kbps 7.4 kbps
R & guru VLAN 1500 1534 93.6 kbps 5.6 kbps
R ) siswa VLAN 1500 1534 0 bps 0 bps
& ether3 Ethernet 1500 1538 0 bps 0 bps
& ethers Ethernet 1500 1538 0bps 0bps
& ether5 Ethernet 1500 1538 0 bps 0 bps
4 & wilanl Wireless (Atheros A... 1500 1600 0 bps 0 bps
R @ wian2 Wireless (Atheros A... 1500 1600 123.6 kbps 14.0 kbps
b. Konfigurasi
Ether 1:
- IP Ether1 : Sesuai dengan Network yang diberikan ISP
- Gateway : Sesuai dengan IP yang diberikan ISP
O] | [Tilx]
oo e +l= ] ]
e —T]  E e e e
Interface / |Use P... |Add D... |IP Address Expires After |Status | ¥
Ierts Pl e = - tres After__ Staius D - 192.168.4.36/24 192.168.4.0 etherl
% 192.168.20.1/24 192.168.200  wian2
DHCP Client <etherl> o 132.168.40.1/24 192.168.40.0 siswa
OHCP | Advarced | Status % 192.168.60.1/24 192.168600  guru
Interface: [ETETUNIIN |
Use Peer DNS Address <192.168.4.36/24>
Use Peer NTP
' Disable Address: |192.168.4.36/24 oK |
Add Default Route: ¥
“ bes 3] Metwork: |152.163.4.ﬂ
Interface: |etherl
e |
o =C
| Liter dynamic | |Enabled
enabled Status: bound

|4 items (1 selected)




Ether 2 digunakan untuk jaringan LAN:

a) VLAN 1
-IP VLAN 1:192.168.40.1/24
| Bl
{#]= [vllx [Fd ]
| Address /| Network | Interface IRs
D 5 192.168.4.36/24 192.168.4.0 etherl
% 192.168.20.1/24 192.168.200  wian2
. 192.168.40.1/24 192168400  siswa
% 192.168.60.1/24 192.168.60.0  guru

Address <1932.168.40.1/24=

LU=l 192, 168.40.1/24 OK

Network: |192.168.40.0

| -

Cancel

Interface: |siswa

=]

Disable

Comment

el

Apply

enabled |

- DHCP Pool : 192.168.40.10 — 192.168.40.50

DHCP Server <dhcpl>

Generic |0ueu5 Script o]

Name: |[Tea0 |

Interface: |siswa

g
ﬁI

]

Apply

Relay: |

Lease Time: |00:10:00 |
B F
Address Pool: |dhcp_pool0 |=
DHCP Option Set: | |-
Src. Address: | | A
Delay Threshold: | |+
Authoritative: |yes |
Bootp Support: |static |+

Client MAC Limit: |

Use RADIUS: no

[ ] Always Broadcast

[ Add ARP For Leases

Use Framed As Classless
Conflict Detection

enabled |

Pools

Used Addresses

[#]=]

4 jtems (1!

+ | addresses Next Pool ||
 dhcp_pool0 192.168.40.10-192.168.40.50 none
%o dhcp_pooll  192.168.60.2-192.168.60.254 none
%o dhcp_pool2  192.168.60.10-192.168.60.50 none
% hs-pool-7 192.168.20.10-192.168.20.50 none

IP Pool =dhcp_pool0>

Name: |FIFES0] oK
Addresses: [192.168.40.10-192.1( % Cancel

Next Pool: |none ¥ | -
|—| Apply

I




b) VLAN 2
-IP VLAN 2: 192.168.60.1/24

(#]=] || =] |a] 7] [Fnd

{| |Address / | Network Interface [+
[0 % 192.168.4.36/24 192.16B.40  etherl

% 192.168.20.1/24 192.168.200  wilan2

% 192.168.40.1/24 192.16840.0  siswa

= 192.168.60.1/24 192.168.60.0 guru

Address =192.168.60.1/ 24>

Address: |192.168.60.1/24 | oK

Network: |192.168.60.0 | -

Interface: |guru | #]

enabled

- DHCP Pool : 192.168.60.10 — 192.168.60.50

DHCP Server <dhcp2>

Generic | Queues | Saript F— - N
Name: | Cancel
Interface: |guru |+ | Apoly | Paols ‘ Used Addresses

Relay: | | M Disable EIE
Name

Lease Time: |00:10:00 |

+ | Addresses Next Pool
tp Lesse Time: | forever B _m % dhcp_pool0  192.168.40.10-192.168.40.50 none
. — - dhcp_pool2 192.168.60.10-192.168.60.50 none
Address Pool: |dhcp_pool2 I= “ hs-pool-7 192.168.20.10-192.168.20.50 none
DHCP Option Set: | | -
5rc. Address: | | hd

1

Delay Threshold:
Authoritative: |yes |+ Addresses: - Cancel
e - S ——

Client MAC Limit: | | =

— -
[ Miways Broadcast
| Akt ARP o Leases
Use Framed As Classless 3 items (1'screcooay

Conflict Detection

enabled




WLAN :
- IP WLAN: 192.168.20.1/24

=] lv]*] o 7]

Address <132.168.20.1/24>

| Address / | Network |Interface |-
D <+ 192.168.4.36/24 192.168.4.0 etherl

- 192168.20.1/24 192.168.200  wian2

% 192.168.40.1/24 192.16840.0  siswa

% 192.168.60.1/24 192.168.60.0  guru

Network: |192.168.20.0

Interface: |wlan2

enabled

- SSID: UKK_Riza

General  Wireless | HT WDS Nstreme NV2 Status Traffic
Mode: (IR  + | Cancel
Band: |SGHz-A =] | Apply |
Channel Widgth: |20MHz =]
Frequency: |51Bﬂ ”3|MHZ
|
SSID: | UKK_Riza | &
Security Profile: |profilel =]
WPS Mode: |push button =] Torch
Frequency Mode: |regulatory—domain ||3| WPS Accept
—— o
Installation: |ar|\‘r ”3|
Default AP Tx Limit: | |  bps
Default Client T Limit: | | + bps
v Dt uenticate
Default Forward
[] Hide SSID
Snooper...
enabled running |r|.|nnir|g ap |




- Password: 12345678

WiFi Interfaces ~ W60G Station =~ Nstreme Dual Access List  Registration  Com

[#][=] ;

|Name |Authenticati... |Unicast Ciph... |Group Ciphers |WPA F
.. default none L EeRas
profilel dynamic keys WPA PSK WP... aesccm aes com A

Security Profile <

Sy ———
—
Mode: |dynamic keys || + | Apply
Authentication Types: [w] WPA PSK [w] WPAZ PSK
[]WPAEAP [ | WPA2EAP
Unicast Ciphers: aesccm [ tkip
Group Ciphers: [v] aescem [ thip

WPA Pre-Shared Key: |*s*s+=s+ |
WPA2 Pre-Shared Key: [**=*===+ |

Group Key Update: |00:05:00 |

| i

Management Protection: |disabled [#]
; | |

[] Disable PMKID

- DHCP Pool: 192.168.20.10 — 192.168.20.50

DHCP Server <dhcp3>

G Qe s
Cancel

Name: |[s]yjsk] | Pools | Used Addresses

Interface: |wlan2 [ | Apply | EIIEI
Name

Relay: | |- - /| nddresses Next Pool
e % dhcp_poold  192.168.40.10-192.166.40.50 none
Lease Time: |01:00:00 | % dhcp_poolz  192.168.60.10-192.168.60.50 nene
Bootp Lease Time: |forever = - hs-pool-7 192.168.20.10-192.168.20.50 none
Address Pool: |hs-pool-7 [E3
DHCP Option Set: | |-

Src. Address: | |- Addresses: [192.168.20.10-192.1
Delay Threshold: |- Next Pool: [none E2
Authoritative: |yes |#
Bootp Support: |static |+ _
Client MAC Limit: | |+ _

> [=E
MName: poo 0K
Cancel
move

Use RADIUS: [no =] [y P——

[ "] Always Broadcast

[] Add ARP For Leases

Use Framed As Classless
Conflict Detection




- Hotspot: alamat login hotspot = portalsmk.sch.id

Hotspot Server Profile <hsprofl=

T
Name: |hsprofl | Cancel
Hotspot Address: |192.168.20.1 | & | Apply |
DNS Mame: | portalsmk.sch.id | a
HTML Directory: | flash/hotspot | I
HTML Directory Override: | k4
Rate Limit (re/te: | |-
HTTP Proxy: | |~
HTTP Proxy Port: |0 |
SMTP Server: | | hd

- Ubah tampilan halaman login hotspot sehingga minimal terdapat tampilan tulisan:
“Selamat Datang di Hotspot PeTIK”

0928 5d'©
Login ke UKK_Riza

S —
Mikror ik
Selamat Datang di Hotspot PeTIK

& Username

P Password

Connect




- Buatlah 3 user dengan ketentuan seperti berikut:

Username Password Kecepatan
kepalasekolah 123 512k
guru 456 256k
siswa 789 128k

1. kepalasekolah

Hotspot User Profile <kepalasekolah>

coers | e s
=1y ol kepal asekolah
Hotspot User <kepalasekolah> Address Pool: |hs-pool-7 ¥ Apply
General | Limits  Statistics | oK ‘ e -
sener: (NN 5| | | Concel | ol N
Keepalive Timeout: |00:02:00 -
Name: |kepalasekolah
pa | Apply ‘ Status Autorefresh: |00:01:00
Password: | ***
| Disable ‘ Shared Users: |1 <
Address: hd Rate Limit (ndbd: |512k -
Ty _ - | Comment ‘
AR v Add MAC Cookie
ot | [_om | .
rofile: | kepalasekolah ¥ MAC Cookie Timeout: |3d 00:00:00
Routes: 4 | Re ‘ Address List: -
Email: il | Reset Counters ‘ Incoming Filber: -
Qutgoing Filter: N
| Reset All Counters ‘
Incoming Packet Mark: &
enabled Outgoing Packet Mark: -
Open Status Page: |always ¥
Transparent Proxy

1515G=0© - a = R Rl 49%a=

Login ke UKK_Riza

15390 @0@© -

po

talsmk

< Wi-Fi

o
MiKros
Selamat Datang di Hotspot

& kepalasekolah

PeTIK-Lab

UKK_Alditya

Connect
UKK_Firdaus

Powered by MikroTik RouterOS
UKK_hiza

UKK_Ichsan
Perlu masuk

UKK_KODAM

Perlu masuk

k

UKK_Mufid

Perlu




eres | i S
s N+
Name: |guru Apply
Password: | ***
Address: hd
MAC Address: b
Profile: | guru ¥
Routes: -
Email: hd Reset Counters
Reset All Counters
enabled

BRRRNA49%a

Connect

Powered by MikroTik RouterOS

Hotspot User Profile <guru=
General | Queue  Scripts
Name: guru|

Address Pool: |hs-pool-7

Session Timeout:
Idle Timeout: |none
Keepalive Timeout: | 00:02:00
Status Autorefresh: | 00:01:00

Shared Users: |1
Rate Limit (neftx): | 256k

| Add MAC Cookie
MAC Cookie Timeout: |3d 00:00:00

Address List:
Incoming Filter:

Outgoing Filter:

Incoming Packet Mark:
Outgoing Packet Mark:

Open Status Page: |always
Transparent Proxy

1539 @®@0@© -

< Wi-Fi

PeTIK-Lab

UKK_Alditya

UKK_Firdaus
P asulk

UKK_hiza

Pe 1k

UKK_Ichsan

Perlu masuk

UKK_KODAM

Perlu masuk

UKK_Mufid

oxN

-

= Vo)

+

L 13

|

T LTE

K
Cancel
Apply

Copy




Hotspot User Profile <siswa>

3. siswa |
—
- ore: [0
Hotspot User <siswa> Address Pool: |hs-pool-7 ¥
General | limits Statistics | oK | Session Timeout: v
Idle Timeout: |(none ¥ | -
server: NN 5| | | Cancel | Remore
Keepalive Timeout: |00:02:00 -~
MName: |siswa | Apply | Status Autorefresh: |00:01:00
Password: |*=* -
| Disabile | Shared Users: |1 -
Address h Rate Limit (refte): | 128k -
i | Comment |
MAC Address: h +/| Add MAC Cookie
. — | Copy | ) . 0.
Profile: |siswa * MAC Cookie Timeout: | 3d 00:00:00
Remowe | )
Routes - | Address List: -
Emiail - | Reset Counters | Incoming Filter: hd
Outgoing Filter: N7
| Reset All Counters |
Incoming Packet Mark: N7
enabled )
Outgoing Packet Mark: hd
Open Status Page: |always ¥
Transparent Prosy
20 @ - 128 = @@
15:20 @ M R T 15300 @@ » o N R 66%E
Login ke UKK_Riza .
portalsmk.sch.id < Wi-Fi

k’ 7.
Mikror ik

Selamat Datang di Hotsp

PeTIK-Lab

UKK_Alditya

UKK_Firdaus

Connect

y MikroTik Router0S UKK_hiza

UKK_Ichsan

UKK_KODAM

UKK_Mufid




Konfigurasi VLAN pada Routerboard dengan ketentuan seperti berikut:
1) Port 1 terhubung ke Wifi Routerboard dan difungsikan sebagai port trunk

2) Port 2 dan 3 terhubung ke VLAN 1

Switch Port Port Isolation Host VLAN |Fh.lE

(=] [« [E]|T

|Switch / |VLAN ID |Ports
switchl 10 etherl, ether2, ether3
switchl 20 etherl, ether4

3) Port 4 terhubung ke VLAN 2

Switch Port Port Isolation  Host  VLAN |Fl|.le

| =] [«]|52] (@] T

|Switch / |VLANID |Ports
switchl 10 etherl, ether2, ether3
switchl 20 etherl, etherd

Switch VLAN <10=

Switch: |switchl

VLANID: |10 Comel
- — |
— o
ether2 | %
ether3 |=

[ ] Independent Learning

enabled

Switch VLAN <20

Swtcr: T -
VLAN ID: |20 | Concel
. = |
e S
ether4 A
I dependrt Learing

enabled




4.) Gunakan mode VLAN secure dan logika “always-strip”

Switch  Port | Port Isclation  Host | VLAN  Rule

T

| Name /| Switch VLAN Mode  |VLAN Header |Default VLAN ID
etherl switchl seCure add if missing 0
ether? switchl secure always strip 10
ether3 switchl seCure always strip 10
ethert switchl seoure always strip 20
ethers switchl disabled leave asis L]
switchl cpu switchl disabled leave asiis L]

Pasang perangkat sesuai dengan desain topologi yang telah ditentukan




Lakukan persiapan dan pemasangan kabel jaringan




Lakukan pengujian pada seluruh client pada jaringan, dengan ketentuan sebagai
berikut:

Client PC jaringan kabel:

- Terhubung dengan port 2

- [P Address: DHCP

petik-10@petik-10: ~

5 ip a
1: lo: <LOOPBACK,UP,LOWER _UP> mtu 65536 gdisc nogqueue state UNKNOWN group defaul
t qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred lft forever
2: enp2s0: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fg_codel state UP gr
oup default gqlen 1000
link/ether d8:5e:d3:1d:1d:6a brd ff:
inet 192.168.40.50/24 brd 192.168.40.
enp2s0

TEFTerredT i
255 scope gl

obal dynamic noprefixroute

valid 1ft 549sec preferred 1ft 549sec
3: virbr@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
group default glen 1000
link/ether 52:54:00:94:17:ca brd ff:ff:ff:ff:ff:ff
inet 172.16.10.1/24 brd 172.16.10.255 scope global virbr®
valid_1ft forever preferred lft forever

1~5 I

Cancel Wired

Details Identity 1Pv4 IPv6 Security

D8:5E:D3:1D:1D:6A
192.168.40.1
192.168.100.1 8.8.8.8
& Connect automatically
| Make available to other users

Metered connection: has data limits or canincur charges

Remove Connection Profile...




Client Laptop jaringan kabel:
- Terhubung dengan port 4
- IP Address: DHCP

petik-10@petik-10: ~

:-$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid 1ft forever preferred 1ft forever
2: enp2s0@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fq codel state UP gr
oup default glen 1000
link/ether d8:5e:d3:1d:1d:6a brd ff:
inet 192.168.60.50/24 brd 192.168.60.
enp2s0

s
25
valid 1ft 580sec preferred 1ft 580sec
3: virbr®: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
group default gqlen 1000
link/ether 52:54:00:94:17:ca brd ff:ff:
inet 172.16.10.1/24 brd 172.16.10.255 scope global virbr®
valid 1ft forever preferred 1ft forever

Cancel Wired
Details Identity IPva IPV6 Security
100 Mby/s
192.168.60.50
D8:5E:D3:1D:1D:6A
192.168.60.1
192.168.100.1 8.8.8.8
»/| Connect automatically

+/ Make available to other users

Metered connection: has data limits or canincur charges

Remove Connection Profile...




Client jaringan wireless:
- IP Address: DHCP
- Sistem operasi : Android / IOS

9:39 A T

X  Rincian jaringan UKK_Riza /

Otomatis hubungkan ()

® ™
Status Kecepatan
idak dapat menyediakar koneksi

54Mbps
-|i|| @
Kekuatan sinyal Keamanan
Sangat bagus WPA/WPA2-Personal
Alamat IP Subnet mask
192.168.20.10 fe 255.255.255.0
Router
192.168.20.1
Proxy Tidak ada T
Setelan IP DHCP O
Privasi Gunakan MAC acak

L PO V1 PUSRG  per pppy



